Welcome to the
Yubico Family!

We’re excited to help you improve your
online security with YubiKeys through
our Secure it Forward program

The keys support the two cutting edge authentication
protocols: FIDO U2F and FIDO2. FIDO authentication is
the only method proven to protect against phishing and
man-in-the-middle attacks 100% of the time, and is already
built into hundreds of your favorite applications like Google,
Apple ID, Facebook, Twitter and Dropbox, allowing your
YubiKey to work right out of the box.
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How to get started with your YubiKey

To get started, head to yubico.com/start, select the type of
YubiKey you’ve received, and you’ll be shown a complete list
of services (with instructions) that are compatible with the
key. Your digital world is now secured!

Best practices for stronger account security

1.

Turn on multi-factor authentication on all of your
accounts that offer it.

Tip: Try to use a YubiKey as your backup method and
if that’s not an option, look into a secure authenticator
app and keep your backup codes in a safe place.

. Use a password manager and secure your password

vault with a YubiKey.
Tip: Password managers that support YubiKeys include:
1Password, Dashlane, Bitwarden and more.

. If you’re using Gmail, enroll in their Advanced

Protection program.
Tip: It will require security keys, so use your YubiKey here!

. If you’re using Microsoft products, the YubiKey works

here as well!
Tip: Check out their AccountGuard program.

. If you’re using Cloudflare, the YubiKey works here as well!

Tip: Check out their Project Galileo program.

Questions about how to use your YubiKey?
You can reach out to our support team here:
yubi.co/help.

About Yubico As the inventor of the YubiKey, Yubico makes secure login easy.
As a leader in setting global standards for secure access to computers, mobile

devices, and more, Yubico is also a creator and core contributor to the FIDO2,

WebAuthn, and FIDO Universal 2nd Factor (U2F), and open authentication
standards. For more information, please visit: www.yubico.com.
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